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Abstract—Communication anonymity is becoming an increas-
ingly important, or even indispensable security requirement for
many applications. The existing research in anonymous com-
munications can largely be divided into two categories: mix-
based systems and secure multi-party computation-based systems,
originating from mixnet and DC-net respectively. However, they
either cannot provide provable anonymity, or suffer from trans-
mission collision problem. In this paper, we first propose a novel
unconditionally secure source anonymous message authentication
code (SA-MAC) that can be applied to any messages without
relying on any trusted third parties. While ensuring message
sender anonymity, SM-MAC can also provide message content
authenticity. We then propose a novel communication protocol
that can hide the senders and the receivers from each other, and
thus can be used for secure file sharing. The security analysis
demonstrates that the proposed protocol is secure against various
attacks. Our analysis also shows it is efficient and practical.

I. INTRODUCTION

The rapid growth of public acceptance of the Internet as
a means of communication and information dissemination
has made communication privacy an increasingly important
requirement for many network applications. While end-to-
end encryption protects the data content of communications
from adversarial access, it does not conceal all the relevant
information that two users are communicating. Adversaries can
still learn not only the network of the sender and receiver,
but also the network addresses of its end-to-end source and
destination.

In many situations, it is highly desirable or indispensable for
users to be able to keep their communications anonymous. In
other word, anonymity is a fundamental security requirement
for many applications.

Over the last years, overlay networks have evolved as a
natural decentralized way to share data and services among a
network of loosely connected components. The proliferation
of overlay networks have also been propelled by popular
applications, most notably secure file sharing and IP telephony
(e.g., Gnutella, BitTorrent, Skype). People seeking for sensitive
information have a strong desire to remain anonymous so
as to avoid being stigmatized or even to avoid physical or
social detriment by suppressors. The freedom of information
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exchange is another important issue that got increasing attention
in the last years. Some organizations, such as governments or
private companies, may regard a discussion topic or a report
as inconvenient or even harmful. They may thus try to censor
the exchange of undesired information by either suppressing
resource providers, or if these are protected by anonymity,
taking control of strategic regions of the network, such as
gateways and proxies, and filtering the communication.

Without anonymity, there are abundant opportunities for
passive eavesdropping on data communications. The exposure
of network addresses may result in a number of several conse-
quences. Adversaries can easily overhear all the messages and
perform traffic analysis. In a tactical military communication
network, an abrupt change in traffic pattern may indicate some
forthcoming activities. This could be extremely dangerous in
that adversaries can easily identify critical network nodes and
then launch directed attacks on them.

In the past two decades, originated largely from Chaum’s
mixnet [1] and DC-net [2], a number of anonymous communi-
cation protocols have been proposed. The mixnet family pro-
tocols use a set of “mix” servers that mix the received packets
to make the communication path (including the sender and the
recipient) ambiguous. They rely on the statistical properties of
background traffic that is also referred to as the cover traffic
to achieve the desired anonymity. The security of mixnet is
based on the trust relationship of the mixers, and cannot provide
provable anonymity. The DC-net family protocols (e.g., [2], [3])
utilize secure multi-party computation techniques. They provide
provable anonymity without relying on trusted third parties.
However, they suffer from the transmission collision problem
that does not have a practical solution.

As the computing, communicating, and cryptographic tech-
niques progress rapidly, increasing emphasis has been placed
on developing efficient and unconditionally secure anonymous
communications schemes for overlay networks without relying
on trusted third parties and free of collision.

In this paper, we first propose a novel unconditionally secure
and efficient source anonymous message authentication code
(SA-MAC) for any messages without relying on any trusted
third parties. While ensuring message sender anonymity, it can
also provide message content authenticity. We then propose a
novel communication protocol that can hide the senders and
the receivers and thus can be used for secure file sharing.
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II. TERMINOLOGY AND PRELIMINARY

A. Terminology

Anonymity generally refers to the state of being not identi-
fiable within a set of subjects. Full anonymity includes sender
anonymity, recipient anonymity and relationship anonymity (the
sender and the recipient are unlinkable, or cannot be identified
as communicating with each other).

Definition 1 (SA-MAC): A SA-MAC scheme consists of the
following two algorithms:

• generate (m, y1, · · · , yn): Given a message m and the
public keys y1, · · · , yn of the anonymity set (AS) S =
{A1, · · · , An}, the actual message sender At, 1 ≤ t ≤ n,
can produce a SA-MAC S(m) using her private key xt.

• verify S(m): Given a message m and a SA-MAC S(m), a
verifier can determine whether S(m) is a valid SA-MAC
generated by a member in the AS.

The security requirements for SA-MAC schemes include:

• Sender ambiguity: The probability that a verifier success-
fully determines the real sender of a SA-MAC is exactly
1/n, where n is the total number of AS.

• Unforgeability: A SA-MAC is unforgeable if no adversary,
given the public keys of all members of the AS and the SA-
MACs for messages m1,m2, · · · ,ml adaptively chosen by
the adversary, can produce in polynomial time a new valid
SA-MAC with non-negligible probability.

In this paper, the user ID and user public key will be used
interchangeably without making any distinguish.

B. Modified ElGamal Signature Scheme (MES)

Definition 2 (MES): The modified ElGamal signature
scheme [4] consists of the following three algorithms:

• Key generation algorithm: The signer chooses a random
large prime p and a generator g of Z

∗
p. Both p and g are

made public. Then, for a random private key x ∈ Zp, the
public key y is computed from y = gx mod p.

• Signature algorithm: The MES has many variants. For
the purpose of efficiency, we will use the optimal scheme
[5], [6] of the ElGamal signature. To sign a message m,
one has to choose a random k ∈ Z

∗
p−1, then computes

the exponentiation r = gk mod p and solve s from
s = rxh(m, r) + k mod (p − 1), where h is a one-way
hash function. The algorithm finally outputs the signature
(r, s) of message m.

• Verification algorithm: The verifier checks whether the
signature equation gs = ryrh(m,r) mod p is true. If
the equality holds true, then the verifier “Accepts” the
signature and “Rejects” otherwise.

C. Threat Model and Assumptions

We assume the participating network nodes voluntarily co-
operate with each other to provide an anonymizing service.
All nodes are potential message originators of anonymous
communications. The adversaries can collaborate to passively

monitor and eavesdrop every network traffic. In addition, they
may compromise any node in the target network to become
an internal adversary, which could be the internal perpetrators.
In this paper, we assume that passive adversaries can only
compromise a fraction of nodes. We also assume that the
adversaries are computationally bounded so that inverting and
reading of encrypted messages are infeasible. Otherwise, it is
believed that there is no workable cryptographic solution.

An agent of the adversary at a compromised node observes
and collects all the information in the message, and thus reports
the immediate predecessor and successor node for each mes-
sage traversing the compromised node. Assume also that the
adversary collects this information from all the compromised
nodes, and uses it to derive the identity of the sender of a
message. The sender has no information about the number or
identity of nodes being compromised. The adversary collects
all the information from the agents on the compromised nodes,
and attempts to derive the true identity of the sender.

III. SECURE SOURCE ANONYMOUS MESSAGE

AUTHENTICATION CODE (SA-MAC)

To transmit a message m, the message sender, or the sending
node generates an unconditionally secure and efficient SA-
MAC for a message m. The generation is based on the MES
scheme. Unlike ring signatures, which requires to compute a
forgery signature for each member in the AS separately. In our
scheme, the SA-MAC generation requires only three steps. In
addition, our design enables the SA-MAC be verified through
a single equation without individually verifying the signatures.

A. The Proposed SA-MAC Scheme

Suppose that the message sender (Alice) wishes to transmit a
message m to any other node anonymously. The AS includes n
members, S = {A1, · · · , An}, where the actual message sender
Alice is At, for some value t, 1 ≤ t ≤ n.

Let p be a large prime number and g be a primitive element
of Z

∗
p. Both p and g are made public and shared by all members

in S. Each Ai ∈ S has a public key yi = gxi mod p, where xi

is the randomly selected private key from Z
∗
p−1. We also write

S = {y1, · · · , yn}.
To generate an efficient SA-MAC for message m to be

transmitted, Alice performs the following three steps:

1) Select a random and pairwise different ki for each 1 ≤
i ≤ n, i �= t and compute ri = gki mod p.

2) Choose a random k ∈ Zp and compute rt =
gk

∏

i�=t

y−rihi
i mod p such that rt �= 1 and rt �= ri for

any i �= t, where hi = h(m, ri).
3) Compute s = k +

∑

i�=t

ki + xtrtht mod (p − 1).

The SA-MAC of the message m is defined as

S(m) = (m,S, r1, · · · , rn, s), (1)

where gs = r1 · · · rnyr1h1
1 · · · yrnhn

n mod p, and hi = h(m, ri).
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B. Verification of SA-MAC

A verifier can verify an alleged SA-MAC

(m,S, r1, · · · , rn, s)

for message m by verifying whether the following equation

gs = r1 · · · rnyr1h1
1 · · · yrnhn

n mod p (2)

holds. If equation (2) holds true, the verifier “Accepts” the
SA-MAC as a valid SA-MAC for message m. Otherwise the
verifier “Rejects” the SA-MAC.

Theorem 1: The proposed source anonymous message au-
thentication code (SA-MAC) can provide unconditional mes-
sage sender anonymity.

Theorem 2: The proposed source anonymous message mes-
sage authentication code is secure against adaptive chosen-
message attack in the random oracle model.

Due to page limitation, the readers are referred to the full
paper for security proof of Theorems 1-7.

IV. THE PROPOSED ANONYMOUS COMMUNICATION

PROTOCOL

A. Network Model
Network A

Network B

Super node Normal node

Network C

Fig. 1. Network topology of the proposed
scheme

In this paper, we
adopt a structured
overlay network
topology used in
many peer-to-peer
systems such as
KaZaa, Gnutella v0.6,
Herbivore [3] and
Chord [7] to organize
the network. That
is the participating
nodes are divided into a set of small subgroups. The nodes in
each subgroup are logically organized into an overlay shaped
as a ring shown in Fig. 1. In each ring, there are n nodes,
where n is a predefined security parameter. Each node/link can
route message towards the successor, that is the next hop in the
clockwise direction of the ring, referred as the ring direction.
Our goal is to make the adversaries unable to distinguish the
initiator traffic from the indirection traffic on an observable
and open network. However, we know that no scheme can hide
the fact that a node is participating. The best a scheme can
do is to guarantee that no adversary can distinguish actively
that a node initiates from mere participation in the protocol.
In other words, a node can hide its own activities by handling
traffic for other nodes.

We classify the network nodes into two categories, normal
nodes and super nodes. A normal node is a network node that
has no direct connection to the nodes in other networks. A
super node can be a normal node that can also provide message
forward services to other network nodes. It can also be a special
node dedicated to providing message forward services to the
other network nodes. Each network may have multiple super
nodes as highlighted in Fig. 1.

Prior to network deployment, there should be an administra-
tor. The administrator is responsible for selection of security
parameters and a group-wise master key sG ∈ Z

∗
p. The group

master key should be well safeguarded from unauthorized
access and never be disclosed to the ordinary group members.
The administrator then chooses a collision-resistant crypto-
graphic hash function h, mapping arbitrary inputs to fixed-
length outputs on Zp, e.g., SHA-1 [8].

The administrator assigns each super node a sufficiently large
set of collision-free pseudonyms that can be used to substitute
the real IDs in communications to defend against passive
attacks. If a super node uses one pseudonym continuously for
some time, then it will not help to defend against possible
attacks since the pseudonym can be analyzed the same way
as its real ID. To solve this problem, each node should use
dynamic pseudonyms instead. This requires each super node
to sign up with the administrator, who will assign each super
node a list of random and collision-resistant pseudonyms:

NA = {idA
1 , · · · , idA

τ }.

In addition, each super node will also be assigned a corre-
sponding secret set:

Ss = {gsGh(idA
1 ), · · · , gsGh(idA

τ )}.

B. Anonymous Local Ring Communication

To realize anonymous network-layer communications, all
of the information related to overlay addresses, including the
destination ring where the recipient resides, should be embed-
ded into the anonymizing message payload. Prior to network
deployment, the administrator needs to select a set of security
parameters for the entire system, including a large prime p, and
a generator g of Z

∗
p. The network nodes A1, A2, · · · , An and the

corresponding public keys y1, y2, · · · , yn of the n participating
network nodes, where xi ∈ Zp, is a randomly selected private
key of node Ai, and yi is computed from yi = gxi mod p.
In each local ring, a normal node only has connection to
other nodes in the same ring. The communication between two
normal nodes in different rings has to be forwarded through the
supper nodes in the respected local rings. Each network may
have multiple super nodes as highlighted in Fig. 1.

Each message contains a nonce (N ), a message flag (mF ),
a recipient flag (rF ) and a secret key. The nonce is a random
number that is used only once to prevent message replay
attack. The message flag carries the priority of the message.
The message flag value 0 means the transmitted message is a
dummy message, or the cell is empty. The dummy message
can be replaced if the current node has a message to transmit.
The message flag 1 means the message is meaningful and
should be transmitted. Priority can be defined for each message.
The recipient flag enables the recipient to know whether he is
the targeted receiver. The secret key is used to encrypt the
subsequent block(s) using symmetric encryption algorithm.

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the ICC 2008 proceedings.

1650



1

4

8

2

3

5

6

7
9

10

n

Fig. 2. Local ring

Prior to data trans-
mission, a super node
needs to first initi-
ate the data transmis-
sion in the local ring,
which is a dummy
message (the message
flag is set to be 0)
transmitted to the next
super node following
the ring direction in
the local ring. When
the packet reaches a
normal node, if that
node has data to trans-
mit, it can replace the
dummy data with its own message. However, to continue
the message transmission and prevent the node from being
identified as the receiver, the recipient node creates a new
dummy message and send to the closest super node. Similarly,
any node can substitute the dummy message with its own
message. However, when a dummy message arrives at a super
node, it needs to regenerate a dummy message and sends to
the next super node so that this process can be continued.

At any time, multiple concurrent messages may be transmit-
ted in the local ring. The number of such messages can be
determined by the data transmission requirement as well as the
node transmission capacity. The mix up of dummy information
with the real messages makes the adversaries unable to detect
the real message senders and the receivers. Since no single
node will receive the same packet more than once, therefore,
no single node is able to identify the real receiver of each
message packet.

More specifically, for a node Ai to transmit a message m
anonymously to a node Aj in the local ring, where j > i, node
Ai generates a new message M(i, j) defined in equation (3)
where for l = i+1, · · · , j, Nl is a nonce, mFl is a message flag,
rFl is a recipient flag, skl is the secret key used for one time
message encryption, and ‖ stands for message concatenation.

The message M(i, j) can be transmitted when a dummy
message is received. The node substitutes the dummy message
with M(i, j). The message will then be forwarded node to node
to the successors nodes Ai+1, Ai+2, · · · , Aj until it reaches the
message recipient in the ring direction, which is the clockwise
direction.

When the node Ai+1 receives the message packet, the
node first verify the SA-MAC to check the authenticity of
the message. If the message check is successful according
to equation (2), the recipient decrypts the first block of the
received message using its private key corresponding to pki+1.
After that, the node will get the recipient flag and message flag
with the instruction for the following actions. If the check fails,
then the recipient node should reset the message to dummy
message so that effective communication can be continued.

The amount of traffic flow that a node creates as the initiator

is concealed in the traffic that it forwards since the overall
traffic that it receives is the same as the traffic that it forwards.
In addition to the balanced traffic, the message is encrypted
with the private key that only the recipient can recover. While
the intermediate nodes can only view the instruction of the
message allowed. As the sender’s message is indistinguishable
by other nodes, the sender and the recipient is thus hidden
amongst the other nodes. It is infeasible for the adversary to
correlate messages using traffic analysis and timing analysis
due to message encryption. Therefore, perfect obscure of its
own messages can be assured. Detailed security analysis will
be presented later on.

Based on the measurement of dummy messages that it
receives, the super nodes can determinate whether the volume
of messages in concurrent transmission in the local ring should
be increased, or decreased to optimize the overall system
performance.

In the proposed protocol, a node’s joining and leaving in
the overlay ring is straightforward. When a node wishes to
join a ring, it only needs to find two adjacent nodes where it
would like to join the ring. For a node to leave the ring, the
predecessor of the node should simply skip the current node
and communicate directly to its successor as long as they each
have the other node’s necessary communication information.

C. Communications between Two Arbitrary Super Nodes

In the previous subsection, we present the mechanism that
allows two arbitrary nodes to communicate anonymously in the
same local ring. This includes communications between two
super nodes in the same local ring. For two arbitrary super
nodes in different rings to communicate anonymously, we will
first introduce the concept of anonymous authentication, or
secret handshake by Balfanz et al. [9]. Anonymous authentica-
tion allows two nodes in the same group to authenticate each
other secretely in the sense that each party reveals its group
membership to the other party only if the other party is also a
group member. Non-members are not able to recognize group
members. Secret handshake has been applied in anonymous
routing in mobile ad hoc networks [10].

The scheme consists of a set of super nodes, an administrator
who creates groups and enroll super nodes in groups. For this
purpose, the administrator will assign each super node A a
set of pseudonyms idA

1 , · · · , idA
τ , where τ is a large security

parameter. In addition, the administrator also calculates a cor-
responding secret set {gsGh(idA

1 ) mod p, · · · , gsGh(idA
τ ) mod p}

for super node A, where sG is the groups secret and h is a hash
function. The pseudonyms will be dynamically selected and
used to substitute the real IDs for each communications. This
means that two super nodes A and B can know each other’s
group membership only if they belong to the same group.

When the super node A wants to authenticate to the super
node B, the following secret handshake can be conducted:

1) A → B: Super node A randomly selects an unused
pseudonym idA

i and a random nonce N1, then sends
idA

i , N1 to super node B.
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M(i, j) = pki+1(Ni+1,mFi+1, rFi+1, ski+1)‖ski+1(M(i + 1, j))
M(i + 1, j) = pki+2(Ni+2,mFi+2, rFi+2, ski+2)‖ski+2(M(i + 2, j))

...
M(j − 1, j) = pkj(Nj ,mFj , rFj , skj)‖skj(S(m)).

(3)

2) B → A: Super node B randomly selects an unused
pseudonym idB

i and a random nonce N2, then sends
idB

j , N2, V0 = h(KBA‖idA
i ‖idB

j ‖N1‖N2‖0) to super

node A, where KBA = gsGh(idA
i )·h(idB

j ) mod p.
3) A → B: Super node A sends V1 =

h(KAB‖idA
i ‖idB

j ‖N1‖N2‖1) to super node B, where

KAB = gsGh(idB
j )·h(idA

i ) mod p.

Since

KBA = gsGh(idA
i )·h(idB

j ) = gsGh(idB
j )·h(idA

i ) = KAB mod p,

A can verify V0 by checking whether V0
?=

h(KAB‖idA
i ‖idB

j ‖N1‖N2‖0). If the verification succeeds,
then A knows that B is an authentic group peer.
Similarly, B can verify A by checking whether
V1

?= h(KBA‖idA
i ‖idB

j ‖N1‖N2‖1). If the verification
succeeds, then B knows that A is also an authentic group peer.
However, in this authentication process, neither super node A,
nor super node B can get the real identity of the other node.
In other words, the real identities of super node A and super
node B remain anonymous after the authentication process.

D. Communications between Two Arbitrary Normal Nodes

Theorem 3: It is computationally infeasible for an adversary
to identify the message sender and recipient in the local ring.
Therefore, the proposed anonymous communication protocol
provides both sender and recipient anonymity in the local ring.

Theorem 4: The proposed communication protocol between
two super nodes can provide both message sender and recipient
anonymity.

Corollary 1: The proposed anonymous communication pro-
tocol can provide full anonymity for any sender and recipient
in the overlay network ring(s).

Theorem 5: It is computationally infeasible for a PPT ad-
versary A to impersonate as a super node.

Theorem 6: It is computationally infeasible for an adversary
to successfully modify/reply an (honest) node’s message.

E. Efficiency and Performance Evaluation

Anonymity is achieved as a result of tradeoff with efficiency
and computational complexity. In our case, the transmission
of dummy messages is required as a message carrier in the
local ring. It thus increases the communication overhead and
the average data latency. In terms of communication complexity
(the messages transmitted in the network for every anonymous
message), time complexity (time required to transmit a message)
and buffer complexity (the buffer size required for each proces-
sor to the messages) [11], we have the following theorem.

Theorem 7: In the proposed protocol, the communication
complexity of the proposed protocol is O(n), time complexity
is O(n), and buffer complexity is O(n).

In addition, the proposed protocol also increases extra com-
putational complexity of each node since it has to decrypt every
received message and verify the message authentication code.

There is always a tradeoff between time complexity and
communication complexity. For example, to reduce the trans-
mission latency, multiple messages can be transmitted in a
ring currently. However, this will increase the computational
complexity.

V. CONCLUSION

In this paper, we first propose a novel and efficient source
anonymous message authentication code (SA-MAC) that can
be applied to any messages. While ensuring unconditional
message sender anonymity, SM-MAC can also provide message
content authenticity. To provide provable anonymity without
suffering from transmission collision problem, we then propose
a novel anonymous communication protocol for both message
sender and recipient. Security analysis shows that the proposed
protocol is secure against various attacks. Our analysis also
shows it is efficient and practical. The proposed protocol can
be applied for secure file sharing.

REFERENCES

[1] D. Chaum, “Untraceable electronic mail, return addresses, and digital
pseudonyms,” Communications of the ACM, vol. 24, pp. 84–88, February
1981.

[2] D. Chaum, “The dinning cryptographer problem: Unconditional sender
and recipient untraceability,” Journal of Cryptology, vol. 1, no. 1, pp. 65–
75, 1988.

[3] S. Goel, M. Robson, M. Polte, and E. G. Sirer, “Herbivore: A Scalable
and Efficient Protocol for Anonymous Communication,” Tech. Rep. 2003-
1890, Cornell University, Ithaca, NY, February 2003.

[4] D. Pointcheval and J. Stern, “Security arguments for digital signatures
and blind signatures,” Journal of Cryptology, vol. 13, no. 3, pp. 361–
396, 2000.

[5] L. Harn and Y. Xu, “Design of generalized ElGamal type digital signature
schemes based on discret logarithm,” Electronics Letters, vol. 30, no. 24,
pp. 2025–2026, 1994.

[6] K. Nyberg and R. A. Rueppel, “Message recovery for signature schemes
based on the discrete logarithm problem,” in Advances in Cryptology -
EuroCrypt’94 (A. D. Santis, ed.), (Berlin), pp. 182–193, Springer-Verlag,
1995. Lecture Notes in Computer Science Volume 950.

[7] M. K. Reiter and A. D. Rubin, “Crowds: anonymity for web transaction,”
ACM Transactions on Information and System Security, vol. 1, no. 1,
pp. 66–92, 1998.

[8] F. P. 180-1, “Secure hash standard.” http://itl.nist.gov/fipspubs/fips180-1.
htm, Apr. 1995.

[9] D. Balfanz, G. Durfee, N. Shankar, D. Smetters, J. Staddon, and H. C.
Wong, “Secure handshakes from pairing-based key agreements,” in IEEE
Symposium on Security & Privacy, (Oakland, CA), May 2003.

[10] Y. Zhang, W. Liu, W. Lou, and Y. Fang, “MASK: Anonymous on-demand
routing in mobile ad hoc networks,” IEEE Transactions on Wireless
Communications, vol. 5, no. 9, pp. 2376–2385, 2006.

[11] A. Beimel and S. Dolev, “Buses for anonymous message delivery,” J.
Cryptology, vol. 16, pp. 25–39, 2003.

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the ICC 2008 proceedings.

1652


